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(54) Redirection of client requests 

(57) Method and system for redirecting client re- 
quests (161) involving a request handler (11). A client 
request (161) is transmitted from a client unit (13) via 
the request handler (11) to a primary application module 
(10). The primary application module (10) generates a 
redirection instruction (163) based on the client request 
(161) and returns (163) the redirection instruction to the 
request handler. The request handler (11), upon receiv- 
ing the redirection instruction, forwards (164) the client 



request to a secondary application module (1 2) selected 
for serving the request. A response (165) from the sec- 
ondary application module (12) is returned to the client 
unit (13) via the request handler (11). A communication 
session between the client unit (13) and the primary ap- 
plication module (10) may involve the use of interna! re- 
source locators and, for redirecting a client request 
(161), internal resource locators may be converted into 
external resource locators allowing the second applica- 
tion module (12) to access a requested resource. 
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Description 

Field of the Invention 

[0001] The present invention relates to redirecting cli- 
ent requests in a client and server system. 

Background Art 

[0002] Today's communication networks allow a user 
at any location to quickly access virtually any kind of in- 
formation or service throughout the world, including for 
example viewing and retrieving information, buying a 
product, or accessing a user account for example for 
setting personal data or similar. 
[0003] Generally, to access a service, a user operat- 
ing a client unit connects to a network and selects a serv- 
ice or a server for providing the service. The client may 
connect to the server via any kind of communication link, 
including computer networks such as local area net- 
works, wide area networks, or dedicated communica- 
tion links, including wireless links. 
[0004] After establishing a connection, a user operat- 
ing the client unit may then control the execution of an 
application at the server unit in order to obtain the de- 
sired service. Parts of the application to provide the re- 
quested service may reside on the client unit, other parts 
of the application may be located at the server unit. The 
above applications may, for example, include office ap- 
plications such as managing documents and data files, 
may include visualizing information, banking services, 
shopping services and similar. 

[0005] As it is desired that client units, such as home 
computers, laptop computers, mobile devices including 
mobile phones, personal data organizers or similar, be 
reduced in size and weight, a recent trend in the art is 
to move more and more parts of an application as out- 
lined above from the client unit to the server unit. Most 
importantly, computationally intensive parts of an appli- 
cation may be moved from the client unit to the server 
unit, while maintaining a control of the execution of the 
application through the client unit. 
[0006] For example, in an office application such as 
editing a large document, or a session involving a plu- 
rality of linked documents, a client unit may have not 
sufficient resources for intermediately storing the re- 
quired large amounts of data and/or to perform the nec- 
essary editing operations without introducing an unac- 
ceptable latency, i.e. time lag between entering a com- 
mand and a corresponding response. 
[0007] In this situation it may be preferred to allocate 
functions such as intermediately storing data and/or per- 
forming the required processing commands in editing a 
document to the server unit having large resources. On- 
ly functions for visualizing processing results may suit- 
ably be maintained at the client unit, such that a user 
may supervise and control any processing operations. 
Operations at the server unit may be controlled through 
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the client unit by transmitting corresponding control 
commands, inputted by a user, from the client unit to the 
server unit. 

[0008] Control commands for controlling an applica- 
5 tion at the server unit may be constituted by requests 
including information such as a specification of a re- 
quested resource, a task type, for example for specify- 
ing whether data is to be retrieved or to be received, 
optionally data content. 
10 [0009] The request may be used to instruct the server 
unit to perform certain operations such as processing 
data, editing data, retrieving data, storing data, and sim- 
ilar. Corresponding processing operations will then be 
executed at the server unit and a processing result, if 
15 necessary, will be returned to the client unit, for example 
for local display. 

[0010] However, with the applications as outlined 
above becoming more complex, an application may 
subdivided into a plurality of application modules, the 
20 application modules cooperating in serving user re- 
quests. Further, more than one application may be in- 
volved in serving a user request 
[0011] Therefore, it may occur, that a client request 
from a client unit is received at a server unit at a partic- 
25 ular application module of an application which is not or 
not alone responsible for serving the received request. 
In this case it may be desirable to redirect the client re- 
quest to another application module or application locat- 
ed at the same server unit or located at another server 
30 unit. 

[0012] A straightforward approach for redirecting a cli- 
ent request could be to notify the client unit that the par- 
ticular application or application module is not respon- 
sible for serving. In this case the client unit may itself 
35 redirect the request to another suitable application or 
application module. 

[0013] However, a communication bandwidth of the 
communication link between the client unit and the serv- 
er unit may be limited, e.g. due to using a low bandwidth 
40 wireless connection, a low bandwidth fixed connection 
or any other connection having low bandwidth. In these 
cases, notifying the client to redirect the client request 
to another suitable application or application module at 
the same server unit or another server unit may create 
45 an unacceptable communication load and latency, in 
particular if a large number of such redirections occur. 

Summary of the Invention 

50 [0014] It is therefore desirable to provide for redirect- 
ing client requests while maintaining a high overall per- 
formance in executing an application involving a client 
unit and applications at at least one server unit. 
[0015] According to an embodiment a method for re- 

55 directing client requests at a server unit includes: receiv- 
ing a client request at a first application module; gener- 
ating a first redirection instruction based on the client 
request; transmitting the first redirection instruction to 
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instruct a request handler to transmit the client request 
to a second application module for serving the client re- 
quest. 

[001 6] The invention advantageously allows to redi- 
rect client requests from the client unit to an application 
module at a server unit by utilizing a request handler, 
thus avoiding an increase of a communication load be- 
tween the client unit and the server unit due to the redi- 
rection of client requests. The client request is not redi- 
rected through the client unit to the second application 
module for serving the client request, as in the prior art, 
but redirected through the request handler based on the 
redirection instruction. 

[0017] Further, the first application module may deter- 
mine the second application module for serving the cli- 
ent request, e.g., based on a list of available application 
modules and may add to the redirection instruction at 
least address information of the second application 
module for serving the client request. 
[0018] The client request issued by the client unit may 
be received at the first application module through the 
request handler, the request handler forwarding the cli- 
ent request from the client unit to the first application 
module and the redirection instruction may include in- 
formation specifying that the request handler is selected 
for redirecting the client request to the second applica- 
tion module. 

[0019] Thus, the request handler is placed in the com- 
munication path between the client unit and the server 
unit and handles the redirection instruction involving re- 
directing the client request to the second application 
module in order to maintain a low communication load 
between the client unit and the request handler and 
server unit, as this connection potentially has a low 
bandwidth. 

[0020] The client request may include an internal re- 
source locator previously transmitted from the first ap- 
plication module to the client unit and specifying a re- 
quested resource, the internal resource locator being 
valid in a communication between the first application 
module and the client unit. 

[0021] By defining internal resource locators, e.g. in 
a communication session between the client unit and 
the server unit through the request handler, potentially 
long external resource locators may be converted into 
shorter internal resource locators, which allows to fur- 
ther save bandwidth on the potentially low bandwidth 
connection between the client unit and the request han- 
dler/server unit. 

[0022] Generating the first redirection instruction may 
include obtaining an external resource locator based on 
the internal resource locator, the external resource lo- 
cator allowing the second application module to access 
the resource, and generating the first redirection instruc- 
tion may include including the external resource locator 
into the first redirection instruction. 
[0023] As the internal resource locator, used in a com- 
munication session between the first application module 



and the client unit, is generally not known at the second 
application module, the internal resource locator is ad- 
vantageously transformed into an external resource lo- 
cator, the external resource locator constituting a re- 

5 source locator understood by the second application 
module. For example, the external resource locator may 
be composed according to a communication protocol 
agreed upon in communications between the client unit 
and the application modules. 

10 [0024] Generating the first redirection instruction may 
include a look-up operation in a resource locator table 
associating internal resource locators and external re- 
source locators at least used by the second application 
module, the internal resource locator constituting an ad- 

15 dress for indexing into the resource locator table to iden- 
tify the second resource locator. 
[0025] Accordingly, in a communication session be- 
tween the client unit and the first application module ex- 
ternal, i.e. long, resource locators may be stored in a 

20 resource locator table and internal resource locators 
may be constituted by addresses specifying the corre- 
sponding external resource locators. Thus, potentially 
very short internal resource locators may be used in a 
communication between the client unit and the first ap- 

25 plication module, further saving bandwidth on the po- 
tentially low bandwidth connection between the client 
unit and the request handler/server unit. 
[0026] The redirection instruction may be used to in- 
struct the request handler to modify the client request 

30 based on information included in the redirection instruc- 
tion. 

[0027] Preferably, the internal resource locator includ- 
ed in the original client request may be replaced by the 
retrieved external resource locator corresponding to the 

35 internal resource locator of the client request and/or ad- 
dress information of the second application module may 
be included into the client request to be transmitted to 
the second application module. 
[0028] Thus, a suitably modified client request is re- 

40 directed to the second application module by the re- 
quest handler, the modified client request preferably in- 
cluding an external resource locator corresponding to 
the original internal resource locator and/or address in- 
formation of the second application module. 

45 [0029] The first redirection instruction may be gener- 
ated based on a first part of the client request, and a 
second part of the client request may be served by the 
first application module. For example, this may include 
generating a response for transmission from the first ap- 

50 plication module to the client unit through the request 
handler. 

[0030] Accordingly, a client request may be partially 
served at the first application module and be partially 
served at the second application module. The first redi- 
55 rection instruction may include an external resource lo- 
cator determined by the first application module, and 
specifying a resource needed for completing the client 
request, this resource being provided by the second ap- 
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plication module. 
[0031] Further, a third application module for serving 
a third part of the client request may be determined at 
the first application module and a second redirection in- 
struction may be generated based on the third part of 
the client request. The second redirection instruction 
may then be transmitted to the request handler, instruct- 
ing the request handler to transmit a modified client re- 
quest to the third application module. 
[0032] Thus, a client request may be further split up 
into parts for service at a third application module involv- 
ing a further redirection of the client request. The original 
client request may thus be suitably divided into parts for 
service at the first application module, the second appli- 
cation module and the third application module. 
[0033] The first and second application module may 
be executed on a single server unit. 
[0034] Alternatively, the first application module may 
be executed at a first server unit and the second appli- 
cation module may be executed at a second server unit, 
e.g. remote from the first server unit, and the request 
handler may be constituted by a data processing device 
at least further including functions of a load balancer. 
[0035] Thus, a redirection of client requests may in- 
volve application modules, e.g. part of a single applica- 
tion, executed at one or a plurality of server units. Fur- 
ther, the request handler may include further functions 
such as functions of a load balancer balancing requests 
from a plurality of clients onto a plurality of server units. 
[0036] According to another embodiment, a method 
for redirecting client requests at a request handler in- 
cludes receiving at the request handler a client request 
from a client unit; forwarding the client request to a first 
application module; receiving a first redirection instruc- 
tion from the first application module based on the client 
request; and forwarding the client request to a second 
application module. 

[0037] Thus, the request handler may suitably trans- 
mit requests in a communication session between a cli- 
ent unit and a server unit, including forwarding client re- 
quests to application modules and redirecting client re- 
quests based on redirection instructions to other appli- 
cation modules. 

[0038] The method may include forwarding a re- 
sponse to the first redirection request from the second 
application module to the client unit. 
[0039] The first redirection instruction may include ad- 
dress information of the second application module and 
information specifying that the request handler is select- 
ed for transmitting the first redirection instruction to the 
second application module. 

[0040] The client request may include an internal re- 
source locator previously transmitted from the first ap- 
plication module to the client unit and specifying a re- 
quested resource, the internal resource locator being 
valid in a communication between the first application 
module and the client unit. 

[0041] The first redirection instruction may include an 



external resource locator associated with the internal re- 
source locator, the external resource locator allowing 
the second application module to access the resource. 
[0042] The request handler may intermediately save 

5 and may modify the client request based on information 
included in the redirection instruction. 
[0043] The modification of the client request may in- 
clude at least one of replacing the internal resource lo- 
cator by the external resource locator; and including the 

10 address information of the second application module 
into the client request. 

[0044] The first redirection request may be associated 
with a first part of the client request, and a second part 
of the client request is served by the first application 
*5 module by transmitting a response to the client unit 
through the request handler. 

[0045] The method may further include receiving a 
third redirection request based on a third part of the cli- 
ent request; and transmitting the third redirection re- 
20 quest to a third application module for serving the third 
redirection request. 

[0046] Further, the method may include determining 
a second application module for serving the client re- 
quest, if the first application module and the second ap- 
25 plication module do not form part of a same application. 
[0047] The request handler may communicate with a 
server unit executing the first and second application 
module. 

[0048] Further, the request handler may communi- 
30 cate with a first server unit executing the first application 
module and with a second server unit executing the sec- 
ond application module. 

[0049] A plurality of request handlers may be provid- 
ed, wherein each request handler further executes func- 
35 tions of a load balancer. 

[0050] Further, the client request issued by the client 
unit may include a plurality of internal resource locators 
and/or a plurality of external resource locators. 
[0051] Thus, a single request may be used for in- 
40 structing a plurality of operations at a. plurality of appli- 
cation modules at one or a plurality of server units. In- 
ternal resource locators may be converted into external 
resource locators, if necessary, external resource loca- 
tors included in the client request may be directly 
45 served. The client request may be suitably redirected to 
target application modules, as required. 
[0052] The application modules may be constituted 
by Java servlets and the second resource locator may 
include a uniform resource locator, e.g. as used in the 
50 HTTP (Hyper Text Transport Protocol). 

[0053] Further, a program may include instructions 
adapted to carry out one or a plurality of the above op- 
erations. A computer readable medium may be provid- 
ed, in which a program is embodied, where the program 
55 is to make a computer execute one or a plurality of the 
above operations. A computer program product may 
comprise the computer readable medium. 
[0054] According to another embodiment a server unit 
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for redirecting client requests includes: a first application 
module includes application module receiving means to 
receive a client request; application module redirection 
means to generate a first redirection instruction based 
on the client request; and application module transmis- 5 
sion means to transmit the first redirection instruction to 
a request handler, instructing the request handler to 
transmit the client request to a second application mod- 
ule for serving the client request. 

[0055] According to another embodiment a request 10 
handler for redirecting client requests includes: request 
handler receiving means to receive a client request from 
a client unit; request handler transmission means to for- 
ward the client request to a first application module; 
wherein the request handler receiving means is adapted * 5 
to receive a first redirection instruction from the first ap- 
plication module; and the request handler transmission 
means is adapted to forward the client request to a sec- 
ond application module. 

[0056] Further advantageous embodiments of the in- 20 
vention are outlined in further claims. 

Brief Description of the Drawings 

[0057] The invention may be better understood if the 25 
following description is taken together with the accom- 
panying drawings, outlining embodiments of the inven- 
tion. It is noted that the following description and draw- 
ings constitute examples only and should not be under- 
stood as limiting the invention. 30 

Fig. 1 shows a communications system according 
to an embodiment of the invention; 

Fig. 2 shows steps of a method for redirecting client 35 
requests at a server unit and a request han- 
dler according to an embodiment of the in- 
vention; 

Fig. 3 shows steps of a method for redirecting client <o 
requests at a server unit and a request han- 
dler according to an embodiment of the in- 
vention; 

Fig. 4 outlines operations for redirecting client re- 45 
quests at an application module according to 
another embodiment of the invention; 

Fig. 5 shows a system for redirecting client re- 
quests according to another embodiment of 50 
the invention; 

Fig. 6 shows steps of a method for redirecting client 
requests involving a primary application mod- 
ule, a secondary application module, a client 55 
unit and a request handler according to an- 
other embodiment of the invention; 



Fig. 7 shows a time sequence of steps for redirect- 
ing client requests according to another em- 
bodiment of the invention; 

Fig. 8 shows a time sequence of steps for redirect- 
ing client requests according to another em- 
bodiment of the invention; 

Fig. 9 shows elements of a system for redirecting 
client requests involving a request handler 
and two applications, each including applica- 
tion modules, according to another embodi- 
ment of the invention; and 

Fig. 10 shows operations of a method at a request 
handler according to another embodiment of 
the invention. 

[0058] In the figures corresponding reference numer- 
als denote corresponding elements. Further, the first 
one or two digits of a reference numeral indicate the fig- 
ure the respective element first appeared. 

Detailed Description of the Preferred Embodiments 

[0059] A first embodiment of the invention will be de- 
scribed with respect to Fig. 1 . 

[0060] Fig. 1 shows a system for redirecting client re- 
quests received from a client unit at an application mod- 
ule being executed at a server unit. 
[0061] Fig. 1 illustrates a primary application module 
10, a request handler 11, a secondary application mod- 
ule 12 and a client 13. Further, Fig. 1 illustrates a server 
unit 141 which includes the primary application module 
10. Optionally, a server unit 142 may be provided which 
includes the primary application module 10 and the sec- 
ondary application module 12, or, a server unit 143 may 
be provided which includes the primary application mod- 
ule 10, the request handler 11 and the secondary appli- 
cation module 12. 

[0062] The client unit is connected to the request han- 
dler via an external communication link, such as a net- 
work connection, and/or a connection via a dedicated 
communication line and/or including wireless communi- 
cations. The communication link between the client unit 
and the request handler may have low bandwidth. 
[0063] The primary application module includes appli- 
cation module receiving means 101 to receive a client 
request from the client 13, e.g. in a communication ses- 
sion between the serve unit and the client unit for pro- 
viding a particular service to a user operating the client 
unit. Further, the primary application module includes 
application module redirection means 1 02 to generate 
a first redirection instruction based on the client request 
received from the client unit 13 and, the primary appli- 
cation module includes application module transmission 
means 103 to transmit the first redirection instruction to 
the request handler 11, instructing the request handler 
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11 to transmit the client request to a secondary applica- 
tion module for serving the client request. 
[0064] The request handler 11 for redirecting the cli- 
ent request includes request handler receiving means 
110 to receive the client request from the client unit 13. 
The request handler receiving means 110 is adapted to 
receive a redirection instruction from the primary appli- 
cation module. Further, the request handler 11 includes 
request handler transmission means 1 1 1 to forward the 
client request to the primary application module. The re- 
quest handler transmission means 1 1 1 is adapted to for- 
ward the client request to the secondary application 
module 12 upon receiving the first redirection instruction 
from the primary application module 10. 
[0065] The individual elements in Fig. 1 are connect- 
ed via internal connections or via external communica- 
tion links, including networks, dedicated communication 
lines and wireless communications. 
[0066] The above described system may be used to 
execute an arbitrary application involving the client unit 
and the application modules. Operations carried out at 
the primary application module may be suitably control- 
led through the client unit, e.g. by a user operating the 
client unit 

[0067] If the primary application module determines 
that another application module such as the secondary 
application module 12 should handle at least part of the 
client request from the client unit 1 3 to the primary ap- 
plication module 10, the necessary redirections of the 
client request is handled by the request handler 11 . 
[0068] Since a communication link between the client 
unit 1 3 and the request handler 1 1 may have a low band- 
width, redirections are advantageously handled by the 
request handler 11, avoiding additional communication 
load on the connection between the client unit 13 and 
the request handler 11 in redirecting client requests. 
[0069] In the following operations of the system 
shown in Fig. 1 will be outlined. It is assumed that the 
client unit and the primary application module at a server 
unit, such as one of the server units 141, 142 or 143 
have initialized a communication session for providing 
a service to a user. 

[0070] The client unit 1 3 initially generates a client re- 
quest and transmits same to the request handler 11 , as 
indicated by an arrow 161. The request, as outlined 
above, may be generated by a user operating the client 
unit in order to obtain a particular service from a remote 
location. 

[0071] The request handler 11 forwards the client re- 
quest to the primary application module 1 0, as indicated 
by an arrow 162. 

[0072] It is noted that the client unit 13 may alterna- 
tively directly transmit the client request to the primary 
application module 10, circumventing the request han- 
dler 11. 

[0073] If the primary application module 10 in serving 
the client request determines that another application 
module, e.g., in the present example, the secondary ap- 



plication module 12, should handle at least part of the 
client request, the primary application module 10 gen- 
erates a redirection instruction and transmits same to 
the request handler 11, as indicated by an arrow 163. 
5 [0074] Upon receiving the redirection instruction the 
request handler, e.g. based on information included in 
the redirection instruction or upon a selection performed 
at the request handler, forwards the client request to the 
secondary application module 12, as indicated by an ar- 
te row 164. 

[0075] The secondary application module 12, being 
responsible for serving the client request, generates a 
suitable response and returns the response to the re- 
quest handler, as indicated by an arrow 165. 

15 [0076] The request handler 11 then forwards the re- 
sponse from the secondary application module 12 to the 
client unit 13, as indicated by an arrow 166, where the 
response may be suitably handled. For example, infor- 
mation included in the request may be displayed on a 

20 display unit, stored, further processed or similar. 

[0077] Even though in the shown embodiment only 
two application modules are illustrated, a plurality of ap- 
plication modules will preferably be present. Further, a 
plurality of client units may be connected to the request 

25 handler. Still further, as indicated above, the application 
modules may reside on a single server unit, e.g. server 
unit 142 of Fig. 1, or may be distributed onto a plurality 
of server units. Still further, the request handler 11 may 
be part of a server unit, e.g. server unit 143, or be con- 

30 stituted by a dedicated processing device. 

[0078] In the following, examples of the individual el- 
ements shown in Fig. 1 will be outlined in further detail. 
It is noted that the following examples serve illustration 
purposes only and do not limit the invention. Modifica- 

35 tions of the elements shown in Fig. 1 within the scope 
of the invention will readily occur to the person skilled in 
the art. 

[0079] The client unit 1 3 shown in Fig. 1 may be a gen- 
eral purpose data processing device, such as a personal 

40 computer, a mobile terminal such as a mobile computing 
device, a mobile phone or a mobile data organizer op- 
erated by a user wishing to access a service remote 
from the client unit 13 e.g. provided by the primary ap- 
plication module 10. The client unit 13 may include a 

<5 central data processing unit or may be connected to a 
data processing unit external to the client unit. The client 
unit may further include program storage means (not 
shown) for storing elements of an application to be ex- 
ecuted involving the client unit and the application mod- 

50 ules. The program storage means may be located within 
the client unit or external thereto. 
[0080] An application executed involving the client 
unit and the application modules may for example in- 
volve an editing of data files, rendering of data such as 

55 to adapt content for the display of web pages, may cor- 
respond to mathematical or logical operations on con- 
tents of a data file, may relate to home banking applica- 
tions, office applications such as spread sheet applica- 
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tions, drawing applications, e-mail applications or simi- 
lar. An application may also relate to simply visualizing 
data, such as a text document, an image file, video data 
or may relate to reproducing audio or audio visual infor- 
mation. 

[0081] The primary application module 10 may be a 
program executed at a processing unit. It is also possi- 
ble that the primary application module is realized in 
hardware providing predefined services. The primary 
application module preferably provides computationally 
expensive services in executing one of the above out- 
lined applications, for example rendering operations or 
similar. 

[0082] The application module receiving means 101 
may be a receiver suitably connected to a communica- 
tion link to the client unit, e.g. defined by a an address 
and a port number. Similarly, the application module 
transmission means 1 03 may be a transmitter suitably 
connected to a communication link to the client unit. The 
application module redirection means 102 may be a 
computing unit for performing the required computa- 
tions in determining whether a further application mod- 
ule should be involved in serving the client request. The 
application redirection means 1 02 may be provided for 
reaching the basic decision on the necessity of a redi- 
rection. Alternatively, the application redirection means 
102 may also select a specific secondary application 
module from a group of secondary application modules. 
[0083] Similar to the primary application module itself, 
the application module receiving means 101, the appli- 
cation module redirection means 1 02 and the applica- 
tion module transmission means 103 may be realized 
as a programs or may be realized by a dedicated hard- 
ware device. Further, the application module receiving 
means 101, the application module redirection means 

102 and the application module transmission means 

1 03 may form part of the primary application module 1 0. 
[0084] It is also possible that the functions of the pri- 
mary application module and the elements of the prima- 
ry application module outlined above are realized by a 
server unit such as the server units 141, 142 and 143. 
[0085] The secondary application module 12 may 
have a similar constitution as the primary application 
module 10, providing services in executing one of the 
above outlined applications. The secondary application 
module may be a program executed at a processing unit 
or may be realized in hardware providing predefined 
services. The primary application module preferably 
provides computationally intensive services in execut- 
ing one of the above outlined applications, for example 
rendering operations or similar. The functions of the sec- 
ondary application module may be realized by a server 
unit such as the server units 142 and 143. 

[0086] For example, the primary application module 
10 and the secondary application module 12 could form 
part of an application for editing a document. The pri- 
mary application module could assume functions in re- 
trieving a corresponding document, while the secondary 



application module could provide rendering operations, 
e.g. for providing information in a data format available 
at the client unit 

[0087] The primary application module 10 and the 

5 secondary application module 12 are preferably adapt- 
ed to provide services to a large number of client units, 
either sequentially or simultaneously. 
[0088] The request handler 1 1 may be constituted by 
an application program providing the above outlined 

10 functionality of the request handler 11, or, the request 
handler may be realized as a dedicated hardware de- 
vice. The functionalities of the request handler may also 
be realized by a server unit such as the server 143 of 
Fig. 1. Preferably, the request handler is adapted to 

15 communicate with a large number of client units and with 
a large number of application modules, e.g. residing on 
one or a plurality of server units. 
[0089] The request handler receiving means 1 1 0 and 
the request handler transmission means 111 may also 

20 be constituted by programs providing the above outlined 
functionality of the request handler receiving means and 
the request handler transmission means, executed on 
a general purpose data processing device or a dedicat- 
ed data processing device. 

25 [0090] The request handler receiving means 1 1 0 may 
be a receiver suitably connected to a communication 
link to the client unit, e.g. defined by a an address and 
a port number. Similarly, the request handler transmis- 
sion means 1 1 1 may be a transmitter suitably connected 

30 to a communication link to the client unit. 

[0091] It is possible that the request handler receiving 
means 110 and the request handler transmission means 
111 are realized as separate units, e.g., a receiver and 
a transmitter, connected to the request handler 11. 

35 [0092] As outlined above, the primary application 
module 10 and the secondary application module 12 
and the request handler 1 1 may reside on separate units 
or on a single server unit such as server unit 143. In this 
case, functionality of the request handler and the appli- 

<o cation modules may be assumed by a central data 
processing unit of the server unit or by separate 
processing devices of the server unit 143. 
[0093] Further, only the primary application module 
and the secondary application module may reside on a 

45 server unit such as server unit 1 42 shown in Fig. 1 , while 
the request handler is constituted by a separate device. 
In this connection communications between the appli- 
cation modules and the request handler may be per- 
formed through a communications network such as a 

50 local area network or a wide area network or may in- 
clude dedicated communication links and may include 
wireless communications. 

[0094] Still further, it is possible that the application 
modules reside on different server units, each server 
55 unit at least hosting one application unit. 

[0095] A server unit such as server unit 141, 142 and 
143 may be constituted by a general purpose data 
processing unit, preferably a data processing unit with 
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large resources, e.g. high processing capabilities and 
large memories for storing large amounts of data. The 
server unit 141, 142 and 143 may be a single unit or 
may be a distributed system of a plurality of servers or 
data processing units and may be shared by multiple 
users operating a plurality of client units. Further, a plu- 
rality of request handlers may be provided. 
[0096] In the present embodiment, as a redirection of 
requests is handled by the request handler 11, an in- 
creased communication load due to a redirection of cli- 
ent requests via the potentially low bandwidth commu- 
nication link between the client unit and the request han- 
dler/server unit can be avoided. 
[0097] The invention advantageously allows to redi- 
rect client requests from the client unit to an application 
module at a server unit by utilizing a request handler, 
thus avoiding an increase of a communication load be- 
tween the client unit and the server unit due to the redi- 
rection of client requests. The client request is not redi- 
rected through the client unit to the second application 
module for serving the client request, as in the prior art, 
but redirected through the request handler based on the 
redirection instruction. 

[0098] Further, the client request issued by the client 
unit may be received at the first application module 
through the request handler, the request handler for- 
warding the client request from the client unit to the first 
application module. The redirection instruction may in- 
clude information specifying that the request handler is 
selected for redirecting the client request to the second 
application module. 

[0099] Thus, the request handler is placed in the com- 
munication path between the client unit and the server 
unit and handles the redirection instruction involving re- 
directing the client request to the second application 
module in order to maintain a low communication load 
between the client unit and the request handler and 
server unit, as this connection potentially has a low 
bandwidth. 

[0100] Further, since the client unit does not directly 
communicate with the primary application module and 
secondary application module, the inventive arrange- 
ment is also suited to facilitate maintaining security. 
[0101] Generally, the client unit is connected to the re- 
quest handler via a publicly accessible network or com- 
munication link, e.g., the client unit may be used to dial 
into a network node and then to connect to the request 
handler. Accordingly, the communication link between 
the client unit and the request handler may be subject 
to unauthorized access. As opposed thereto, the re- 
quest handler and the primary and secondary applica- 
tion module may preferably be located within a local ar- 
ea network, for example a local area network of a com- 
pany operating the application modules and the request 
handler, and therefore these connections may be se- 
cured relatively easy. 

[0102] Thus, as opposed to a prior art arrangement, 
where the client unit accesses both the primary applica- 



tion module and the secondary application module di- 
rectly, requiring security provisions at the primary appli- 
cation module, the secondary application module and 
further application modules provided, the inventive ar- 
5 rangement only requires to provide security measures 
at the request handler, as the request handler is the only 
entity which is in direct contact to the client unit or units, 
i.e. to the outside world. 

[0103] Thus, a secure system may be obtained at re- 
10 duced efforts as in the prior art. For example, the request 
handler could be provided with the functionality of a fire- 
wall, restricting access to the primary and secondary ap- 
plication modules. A firewall generally is a method for 
keeping a network secure. It can for example be imple- 
15 mented in a router that filters out unwanted packets, or 
it may use a combination of technologies in routers and 
hosts. Firewalls may be used to give users access to 
public networks in a secure fashion as well as to sepa- 
rate a company's public Web server from its internal net- 
20 work. They may also be used to keep internal network 
segments secure. A firewall, as known in the art,. may 
be a packet filter allowing passing of only selected pack- 
ets, e.g. packets with a specific I P-address and/or a spe- 
cific port number. Further, firewalls may perform certain 
25 processing operations on any packet received from the 
outside (or inside), before it is transmitted to the local 
area network side (or to the outside). 
[0104] Further, only the internal resource locator used 
in the communication session between the client unit 
and the primary application module may be transmitted 
via the potentially insecure communication link between 
the request handler and the client unit. However, the in- 
ternal resource locator is unknown but to the client unit 
and the primary application module, thus providing a fur- 
ther security measure. The external resource locator will 
only be transmitted within the local area network con- 
necting the primary application module, the request 
handler and the secondary application module. 
[01 05] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 2. 
[0106] Fig. 2 illustrates operations of a method for re- 
directing client requests at an application module and a 
request handler according to another embodiment of the 
invention. 

[01 07] The operations illustrated in Fig. 2 may be car- 
ried out using the system shown in Fig. 1 , however, Fig. 
2 is not limited thereto. 

[0108] On the left-hand side of Fig. 2 operations at a 
primary application module are illustrated and on the 
right-hand side of Fig. 2 operations carried out at a re- 
quest handler are illustrated. 

[0109] In a first operation 201 a client request is re- 
ceived at a primary application module, such as appli- 
cation module 10 of Fig. 1. The client request may be 
directly received from a client unit such as client unit 1 3, 
or may be indirectly received, for example through a re- 
quest handler such as request handler 11 of Fig. 1, the 
request handler being connected to the client unit via a 



35 



40 



45 



50 



8 



15 



EP 1 244 262 A1 



16 



low bandwidth communication link. 
[0110]. The client request may preferably specify a de- 
sired resource, such as an operation in an application 
as outlined above, for example retrieving a document 
for editing, rendering a document and similar. 
[0111] In an operation 202 the primary application 
module generates a redirection instruction based on the 
client request. The redirection instruction may for exam- 
ple be generated upon the primary application module 
analyzing the client request and determining that the pri- 
mary application module is not responsible for serving 
the client request or that a further application module 
should be involved in serving the client request. 
[0112] In an operation 203 the primary application 
module transmits the redirection instruction to the re- 
quest handler, instructing the request handler to redirect 
the client request. For example, the request handler 
could be instructed to transmit the client request to a 
secondary application module for serving the client re- 
quest, such as the secondary application module 12 il- 
lustrated in Fig. 1 . At the request handler, in an operation 
204 the redirection instruction is received from the pri- 
mary application module. A communication between the 
request handler and the primary application module 
may be realized via internal connections, e.g. in server 
unit 141 of Fig. 1, or through external communication 
links, if the request handler and the primary application 
module reside on separate units. 
[0113] Upon receiving the redirection instruction, in 
an operation 205 the request handler transmits the client 
request, if necessary suitably modified, e.g. in corre- 
spondence to the redirection instruction or further 
processing steps carried out at the request handler, to 
the secondary application module, such as the second- 
ary application module 12 illustrated in Fig. 1. 
[0114] Thereafter the flow of operations ends. Alter- 
natively, further requests from the client unit may be 
served, either by the primary application module or, after 
redirection, at the secondary application module. 
[0115] In the above embodiment, since the request 
handler is instructed with the redirection instruction from 
the primary application module to transmit the client re- 
quest to a secondary application module for serving the 
client request, it can be avoided that the redirection of 
the client request is performed by the client unit, and 
therefore additional communication load on a commu- 
nication link between the client unit and the request han- 
dler/primary application module will not be generated. 
The redirection of client requests may be performed us- 
ing the request handler and communication links be- 
tween the application modules and the request handler, 
which generally will be high bandwidth connections. 
[0116] It is noted that the above described features 
and processing operations may be realized by dedicat- 
ed hardware or may be realized as programs including 
code instructions executed on data processing units, e. 
g. server units as server unit 14 1 , 142 and 1 43 and client 
units such as client unit 13. It is further possible that 



parts of the above sequences of operations are carried 
out in hardware, whereas others of the above process- 
ing operations are carried out using software. 
[0117] It is further noted that a computer readable me- 
5 dium may be provided, having a program recorded ther- 
eon, where the program is to make a computer or sys- 
tem of data processing devices execute functions of the 
above described operations, particularly of the client 
unit and/or the server unit. A computer readable medium 
10 can be a magnetic or optical or other tangible medium 
on which a program is recorded, but can also be a signal, 
e.g., analog or digital, electromagnetic or optical, in 
which the program is embodied for transmission. 
[0118] Further, a computer program product may be 
*5 provided comprising the computer readable medium. 
[0119] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 3. 
[0120] Fig. 3 shows operations of a method for redi- 
recting client requests according to another embodi- 
20 ment of the invention. 

[0121] The operations outlined with respect to Fig. 3 
may be carried out using the system shown in Fig. 1 , 
however, Fig. 3 is not limited thereto. 
[0122] On the left-hand side of Fig. 3 operations car- 
25 ried out at an application module are illustrated, and on 
the right-hand side of Fig. 3 operations carried out at a 
request handler are illustrated. 
[0123] In a first operation 301 at the request handler, 
such as the request handler 11 shown in Fig. 1, a client 
request from a client unit, such as client unit 13 of Fig. 
1 , is received and intermediately stored or buffered. The 
client unit may be connected to the request handler via 
an external communication link, such as a network con- 
nection, and/or a connection via a dedicated communi- 
cation line and/or including wireless communications. 
The communication link between the client unit and the 
request handler may have low bandwidth. 
[0124] As outlined before, the request from the client 
unit may specify a requested resource by comprising a 
resource identifier and a requested action such as re- 
ceiving or providing data and similar. For example, the 
client request could be generated using a browser for 
browsing information on a communications network, 
such as a local area network or the Internet. In this case, 
a user may generate the request by e.g. clicking on a 
hyperlink on a display at the client unit, instructing the 
browser to generate a corresponding request. This may 
involve a request to display information, retrieve infor- 
mation, may include an instruction to start an application 
as outlined above, such as editing a document, spread 
sheet applications, mathematical operations and simi- 
lar. 

[01 25] The client request may also specify an address 
of a device hosting the primary application module, such 
as the server unit 141, 142 and 143 illustrated in Fig. 1. 
The client request may also include information directly 
specifying the primary application module, such as the 
primary application module 10 illustrated in Fig. 1. 
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[0126] After receiving the client request and, if neces- 
sary, selecting or determining the target entity for the 
client request such as the primary application module, 
in an operation 302 the request handler forwards the cli- 
ent request to the primary application module. 5 
[0127] Forwarding the client request may utilize inter- 
nal connections, if the request handler and the applica- 
tion module reside on the same physical entity, or may 
include external communication links, e.g. via a network 
or dedicated communication links, as outlined above. In 10 
this case a further routing of the client request through 
further elements of a communication network (not 
shown) may be involved. 

[0128] In an operation 303 the client request is re- 
ceived at the primary application module. The client re- *5 
quest may for example be received at the application 
module receiving means 101 illustrated in Fig. 1. 
[0129] In an operation 304 the primary application 
module generates a redirection instruction based on the 
client request, e.g., if the primary application module de- 20 
cides that it is not responsible for serving the request or 
if it decides that a further application module should be 
involved in serving the request. 
[01 30] The primary application module then transmits 
in an operation 305 the redirection instruction back to 25 
the request handler. As before in operation 302 this may 
involve internal connections or external communication 
links, if the application module and the request handler 
reside on different server units. 

[0131] In an operation 306 the redirection instruction 30 
is received at the request handler. 
[0132] Preferably, the redirection instruction includes 
information specifying that the request handler is select- 
ed for redirecting the client request to the second appli- 
cation module. This information, e.g. a flag, may be in- 35 
eluded a header field of the redirection instruction. Thus, 
the request handler may analyze the header of the re- 
quest and based thereon proceed to redirect the client 
request. 

[0133] If the redirection does not specify a selection 40 
of the request handler for redirecting the client request, 
the redirection instruction may be transmitted to the cli- 
ent unit which then may perform the redirection of the 
client request to another application module or applica- 
tion. 45 
[0134] However, it may also be agreed upon that the 
request handler is responsible for all redirections based 
on redirection instructions. 

[0135] After receiving the redirection instruction and, 
e.g., determining, that the request handler is responsi- so 
ble for redirection, the request handler may further an- 
alyze the redirection instruction, and, based on informa- 
tion of the redirection instruction may modify the client 
request in an operation 307. 

[0136] The modification may involve including ad- 55 
dress information of the secondary application module 
into the client request, for example, as specified in the 
redirection instruction. Further, the request handler may 



further specify the requested resource of the client re- 
quest, for example in a case where the primary applica- 
tion module decides to serve a first part of the client re- 
quest. In this case the redirection instruction preferably 
specifies a second part of the client request to be served 
by the secondary application module, and the request 
handler correspondingly modifies the client request to 
specify the second part of the client request only. This 
may involve modifying a resource identifier included in 
the client request. 

[01 37] However, it is also possible that the redirection 
instruction only instructs the request handler to redirect 
the intermediately stored client request from the client 
unit, and leaves it up to the request handler to select the 
secondary application module, for example based on in- 
formation of available application modules. 
[0138] In an operation 308 the request handler for- 
wards the modified client request to the selected sec- 
ondary application module. The client request may be 
forwarded via internal connections, if the request han- 
dler and the application modules reside on the same 
server unit, or may be achieved involving external com- 
munication links, if the request handler and the second- 
ary application module reside on different physical en- 
tities. 

[0139] After receiving the client request, the second- 
ary application module processes the request. This may 
involve performing functions in one of the applications 
outlined with respect to previous embodiments, such as 
retrieving data, rendering operations, and similar. 
[0140] The secondary application module then gen- 
erates a suitable response to the client request. 
[0141] The response may include data to be transmit- 
ted to the client unit or may include a notification for the 
client unit that a specified request was served, e.g. by 
storing data, or performing further operations. 
[0142] In an operation 309 the response from the sec- 
ondary application module is received at the request 
handler and forwarded to the client unit. 
[0143] Even though the operations of the current em- 
bodiment are shown in a particular sequence, the inven- 
tion is not limited to the specific sequence shown. The 
person skilled in the art readily appreciates that some 
variations of the sequence of operation are possible 
without departing from the invention. 
[0144] In the above outlined embodiment the request 
handler channels all requests and responses in execut- 
ing the application. The client unit only communicates 
with the request handler in transmitting client requests 
and receiving responses to client requests. 
[0145] In case the primary application modules de- 
cides on serving a part of the client request, while redi- 
recting for a second part of the client request, the re- 
quest handler could forward responses from the primary 
application module and the secondary application mod- 
ule to the client unit. 

[0146] As in the previous embodiments, since a redi- 
rection of client requests is performed by the request 
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handler, a potentially low bandwidth connection be- 
tween the client unit and the request handier is not sub- 
jected to further communication load due to the redirec- 
tion of the client request. 

[0147] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 4. 
[0148] Fig. 4 shows a sequence of operations for re- 
directing client requests at an application module ac- 
cording to another embodiment of the invention. The op- 
erations of Fig. 4 may be carried out by the system 
shown in Fig. 1, however, Fig. 4 is not limited thereto. 
[0149] The embodiment of Fig. 4 particularly outlines 
steps at a primary application module in serving a client 
request, such as the primary application module 10 of 
Fig. 1, including dividing the client request into different 
parts for service at the primary application module and 
a secondary application module, such as the secondary 
application module 12 of Fig. 1 , and selecting a second- 
ary application module. 

[0150] In a first operation 401 a client request is re- 
ceived at the primary application module, e.g. through 
the request handler or directly from the client unit, as 
outlined with respect to previous embodiments. 
[0151] In an operation 402 the primary application 
module analyzes the request and divides the request 
into a first part and a second part. The first part and the 
second part may be associated with different processing 
steps to be executed in connection with the client re- 
quest, for example the first part of the client request 
could relate to retrieving a document for editing, and the 
second part could relate to editing the document or sim- 
ilar. 

[0152] As an example, in the present embodiment it 
is assumed that the application module decides that the 
first part of the client request should be served at the 
secondary application module, whereas the second part 
of the client request can be served at the primary appli- 
cation module. 

[0153] In accordance therewith, in an operation 403 
the second part of the client request is served by the 
primary application module, which may include gener- 
ating a response for transmission to the client unit. The 
response may be transmitted via a request handler, 
such as request handler 11 of Fig. 1. 
[0154] Further, the primary application module, in an 
operation 404 determines a secondary application mod- 
ule for serving the first part of the client request, for ex- 
ample as outlined before. For example, the primary ap- 
plication module may select the secondary application 
module based on a list of available application modules 
for serving the first part of the client request. If as the 
secondary application module a plurality of potential 
candidate modules are available, one of the modules 
could be selected, e.g. based on load balancing consid- 
erations for balancing the communication load in a net- 
work. A secondary application module located at the 
same server unit as the primary application module, or 
located close by, could be preferred. 



[0155] Thus, the request handler may determine a 
secondary application module for serving the client re- 
quest based on a list of available application modules, 
and may add to the redirection instruction address in- 

5 formation of the second application module for serving 
the client request. 
• [0156] In an operation 405 the primary application 
module generates a redirection instruction based on the 
first part of the client request and, in an operation 406 

10 includes address information of the secondary applica- 
tion module for serving the redirection instruction. 
[0157] In an operation 407 the redirection instruction 
is transmitted to the request handler, which may, upon 
receiving the redirection instruction from the primary ap- 

*s plication module, if necessary, modify the client request 
as outlined before, and redirect the client request to the 
secondary application module for service, as also out- 
lined with respect to previous embodiments. 
[0158] The embodiment of Fig. 4 allows the primary 

20 application module to serve part of the client request, 
while another part of the client request is suitably redi- 
rected to a secondary application module. 
[0159] The redirection instruction is generated based 
on a first part of the client request, and a second part of 

25 the client request is served by the primary application 
module, which may include generating a response for 
transmission to the client unit via the request handler. 
The redirection, as in the previous embodiments, in- 
volves the request handler and therefore allows to avoid 

30 further communication load on the potentially low band- 
width connection between the client unit and the request 
handler/application modules. 

[0160] It is noted that in the embodiment of Fig. 4 not 
necessarily all operations are always needed. Exam- 

35 pies are possible, where some operations are omitted. 
For example, if the entire request is to be redirected, 
operations 402 and 403 may be omitted. Further, if the 
selection of the secondary application module is to be 
performed at the request handler, operation 404 may be 

to omitted. 

[0161] Further, even though the operations of the cur- 
rent embodiment are shown in a particular sequence, 
the invention is not limited to the specific sequence 
shown. The person skilled in the art readily appreciates 

45 that some variations of the sequence of operation are 
possible without departing from the invention. 
[01 62] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 5. 
[01 63] Fig. 5 shows a system for redirecting client re- 

50 quests according to a further embodiment of the inven- 
tion. 

[0164] The embodiment shown in Fig. 5 is similar to 
the embodiment shown in Fig. 1. 
[0165] In addition to the element shown in Fig. 1, a 
55 resource locator table 51 is provided in association with 
the primary application module 1 0 is present. 
[01 66] Further, the primary application module 1 0 and 
the resource locator table 51 are shown as part of a first 
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server 52. 

[01 67] Still further, the request handler 1 1 is shown as 
forming part of a data processing device 53, and the sec- 
ondary application module 12 is shown as forming part 
of a second server unit 54. 

[0 1 68] Thus , the first and secondary application mod- 
ule and the request handler are each located on different 
physical entities and may be interlinked via communi- 
cation networks or dedicated communication links as 
outlined above. 

[0169] However, this is an example only, and, as out- 
lined with respect to the embodiment of Fig. 1, the first 
and secondary application module 10 and 12 may re- 
side on a single server unit. As a further alternative this 
single server unit may include the request handler 11. 
[0170] Further, it is possible that the primary applica- 
tion module 10 and the request handler 11 or the sec- 
ondary application module 12 and the request handler 
11 reside on a single unit. 

[0171] Elements with the same reference numerals 
as in Fig. 1 have the same functionality and for brevity 
reasons it is referred to the embodiment of Fig. 1 in con- 
nection with these elements. However, with respect to 
some elements further details are given in the following. 
[0172] In the present embodiment the client unit 13 
and the primary application module 10 are assumed to 
be involved in a communication session involving the 
request handler 11 , the request handler for example for- 
warding client requests from the client unit to the primary 
application module and responses from the primary ap- 
plication module to the client. As outlined before, the cli- 
ent requests transmitted from the client unit to the pri- 
mary application module may include resource locators 
specifying a resource at the primary application module 
such as an operation to be performed in retrieving a doc- 
ument, editing a document, performing rendering oper- 
ations and similar. 

[0173] Such a client request may be transmitted from 
the client unit to the request handler as indicated by an 
arrow 501. The client unit may be connected to the re- 
quest handler via an external communication link, such 
as a network connection, and/or a connection via a ded- 
icated communication line and/or including wireless 
communications. The communication link between the 
client unit and the request handler may have low band- 
width. 

[01 74] The client request is then transmitted from the 
request handler 11 to the primary application module 1 0 
as indicated by an arrow 502. 

[0175] As the communication link between the client 
unit and the request handler may have a low bandwidth, 
as outlined before, e.g. due to using a low bandwidth 
wireless connection, low bandwidth network connection 
or fixed communication link, it is desirable to maintain 
the requests as short as possible. Therefore, instead of 
transmitting full length resource locators, such as uni- 
form resource locators used in the HTTP environment 
or resource locators used according to any other proto- 



col, abbreviated resource locators may be used in the 
communication session between the client unit and the 
primary application module 10. 
[01 76] An external resource locator may, for example, 

5 be a Uniform Resource Locator (URL) or any other re- 
source locator used to specify a resource in a commu- 
nications network such as a local area network or a wide 
area network. A resource locator may specify an iden- 
tifier of an entity of the network able to provide the re- 

10 quested resource, or may directly specify an address of 
a device such as a server. As external resource locators 
are preferably composed according to an agreement 
valid for all devices of a network, any device may under- 
stand, i.e. suitably handle, an external resource locator. 

15 [0177] Thus, instead of transmitting externally known 
resource locators, i.e. external resource locators, from 
the client unit to the primary application module in client 
requests, the client unit and the primary application 
module in the shown embodiment agree on internal re- 

20 source locators in correspondence to full length external 
resource locators. Accordingly, a client request will in- 
clude an internal resource locator, specifying a resource 
available through the primary application module 10. 
[0178] The primary application module may keep 

25 track of such corresponding internal resource locators 
and external resource locators in a resource locator ta- 
ble, such as the resource locator table 51 shown in Fig. 
5. The resource locator table 51 may therefore include 
a list of external resource locators and corresponding 

30 internal resource locators used in the "private" commu- 
nication session between the client unit 13 and the pri- 
mary application module 10. 

[0179] Accordingly, the client request includes an in- 
ternal resource locator previously transmitted from the 

35 first application module to the client unit and specifying 
a requested resource, the internal resource locator be- 
ing valid in a communication between the first applica- 
tion module and the client unit. 
[0180] However, in this scenario, if the primary appli- 

^0 cation module 1 0 determines that it is not or not alone 
responsible for serving a client request and decides to 
redirect at least part of the client request to a second 
communication module, the second communication 
module is not aware of which resource is linked to the 

45 internal resource locator used in the communication 
session between the client unit 13 and the primary ap- 
plication module 10. 

[0181] Therefore, upon receiving a client request at 
the primary application module 10 including an internal 

50 resource locator and requiring a redirection through the 
request handler, the primary application module 10 ob- 
tains an external resource locator based on the received 
internal resource locator, the external resource locator 
preferably allowing the secondary application module to 

55 access the requested resource. 

[0182] The primary application module 10 may there- 
fore include into the redirection instruction the external 
resource locator corresponding to the internal resource 
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locator received with the client request and will transmit 
the redirection instruction to the request handler as in- 
dicated by an arrow 503. 

[0183] Preferably, the application module redirection 
means 102 may be adapted to obtain an external re- 
source locator based on the internal resource locator, 
the external resource locator allowing the secondary ap- 
plication module to access the resource and to include 
the external resource locator into the redirection instruc- 
tion. 

[0184] The request handler 11 , receiving the redirec- 
tion instruction, will analyze the redirection instruction 
and replace in the client request received from the client 
1 3 the internal resource locator by the external resource 
locator received with the redirection instruction. 
[0185] Further, the request handler may modify the 
client request as outlined with respect to previous em- 
bodiments. The application module redirection means 
may be adapted to instruct the request handler to modify 
the client request based on information included in the 
redirection instruction. 

[0186] Preferably, the application module redirection 
means may be adapted to instruct the request handler 
to replace the internal resource locator by the external 
resource locator and/or include address information of 
the second application module into the client request. 
[0187] • As indicated by an arrow 504 the request han- 
dier then transmits the modified client request to the sec- 
ondary application module 1 2 for serving the request, 
as outlined with respect to previous embodiments. 
[0188] The secondary application module 1 2 will pre- 
pare a response and transmit same to the request han- 
dler 11 as indicated by an arrow 505. The request han- 
dler 11 will forward the response to the client unit 13 as 
indicated by an arrow 506, for local display of informa- 
tion included in the response or further processing op- 
erations, as outlined with respect to previous embodi- 
ments. 

[0189] As an alternative, it is also possible that if the 
primary application module 1 0 already serves part of the 
client request, that the primary application module 1 0 
includes an external resource locator corresponding to 
a second part of the client request into the redirection 
instruction transmitted to the request handler 11 as in- 
dicated by arrow 503. 

[0190] The resource locator table may be constituted 
by a storage device accessible through the primary ap- 
plication module, e.g. a memory of the first server 52. 
Alternatively, the resource locator table may be located 
on a separate device located remote from the primary 
application module and first server. 
[0191] The embodiment outlined with respect to Fig. 
5 allows to further reduce a communication load be- 
tween the client unit and the request handler/application 
modules, as in the communication session between the 
client unit and the application module internal resource 
locators may be used, the internal resource locators 
having shorter length than external resource locators, 



e.g. uniform resource locators URL, used according to 
for example the HTTP protocol. It is noted that the in- 
vention is not limited to the HTTP protocol, the invention 
may be applied to any other protocol specifying re- 

5 source locators. 

[01 92] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 6. 
[0193] Fig. 6 outlines operations for redirecting client 
requests according to another embodiment of the inven- 

10 tion. In Fig. 6 operations at a primary application mod- 
ule, a secondary application module and a client unit are 
further outlined in detail. The operations illustrated in 
Fig. 6 may be executed using the system illustrated in 
Fig. 1 or Fig. 5, however, Fig. 6 is not limited thereto. 

15 [0194] On the left-hand side of Fig. 1 operations are 
illustrated which are carried out at a primary application 
module such as the primary application module 10 
shown in Fig. 1. In the middle column of Fig. 6 operations 
are illustrated, carried out at a secondary application 

20 module, such as the secondary application module 12 
of Fig. 1 or 5. On the right-hand side of Fig. 6 operations 
at the client unit, such as client unit 13 of Fig. 1 or 5, are 
illustrated. 

[0 195] In a first operation 60 1 and an operation 602 a 
25 communication session is initialized between the prima- 
ry application module and the client unit. Establishing a 
communication session may involve dialing into a net- 
work from the client unit and transmitting information be- 
tween the primary application module and the client unit 
30 through a request handler, such as request handler 11 
shown in Fig. 1 or 5. The communication session may 
be established by a user who wishes to obtain a service 
at a server unit remote from a client unit operated by the 
user. 

35 [0196] The communication session may involve exe- 
cuting a browser application for browsing information on 
a computer network at the client unit. The communica- 
tion session may include applications for editing a doc- 
ument, displaying information, spread sheet applica- 

40 tions, rendering operations and similar, as outlined with 
respect to previous embodiments. 
[0197] In an operation 603 the primary application 
module generates a session list of internal resource lo- 
cators, e.g. internal resource locators which may be 

45 used during the communication session. 

[0198] For example, it is conceivable that in a com- 
munication session a page for display at the client unit 
is to be prepared, the page including a plurality of iinks 
to resources, the links being specified by external re- 

50 source locators, for example if a directory tree of a web- 
site is to be graphically displayed. 
[0199] In this situation a list of internal resource loca- 
tors could be created, each one internal resource locator 
corresponding to an external resource locator of the 

55 above links. For example, the external resource locators 
could be listed at locations specified by addresses, the 
addresses constituting internal resource locators. 
[0200] Thereafter, in an operation 604 the session list 
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of internal resource locators or some of the internal re- 
source locators of the session list are transmitted to the 
client, for example in a page to be displayed at the client 
unit, e.g. a page visualizing a directory of a website. The 
internal resource locators may be transmitted in a web 
page, e.g. as used according to the HTTP protocol in a 
network environment. 

[0201] The internal resource locators are received at 
the client unit in an operation 605, and may thereafter 
be used in the communication session with the primary 
application module for generating client requests. Since 
the internal resource locators are much shorter than ex- 
ternal resource locators such as uniform resource loca- 
tors URL as for example used in the HTTP environment, 
a communication load generated by client requests in 
the communication session between the primary appli- 
cation module and the client unit may be maintained tow. 
[0202] In an operation 606 the client unit generates a 
client request including at least one of the internal re- 
source locators received from the primary application 
module. As outlined before, the request may for exam- 
ple be generated by a user clicking on a respective link 
in a web page or may be generated by any other means. 
[0203] In an operation 607 the client request is trans- 
mitted to the primary application module through the re- 
quest handler, such as request handler 1 1 . The client 
request may thus include at least one of the internal re- 
source locators previously transmitted from the first ap- 
plication module to the client unit and specifying a re- 
quested resource, the internal resource locator being 
valid in a communication between the first application 
module and the client unit. 

[0204] As outlined with respect to previous embodi- 
ments, the request handler 11 may handle any commu- 
nication between the primary application module and 
the client unit. 

[0205] In an operation 608 the client request is re- 
ceived at the primary application module, preferably 
through the request handler. 

[0206] Then, in an operation 609 an external resource 
locator is obtained based on the internal resource loca- 
tor received with the client request, as outlined before. 
For example, in a lookup operation using the internal 
resource locator, the external resource locator corre- 
sponding to the internal resource locator could be iden- 
tified. 

[0207] Thus, the primary application module may ob- 
tain an external resource locator based on the internal 
resource locator, the external resource locator allowing 
the second application module to access the resource. 
[0208] The application module redirection means 
may be adapted to perform the look-up operation in a 
resource locator table associating internal resource lo- 
cators and external resource locators at least used by 
the secondary application module, the primary resource 
locator constituting an address for indexing into the re- 
source locator table to identify the external resource lo- 
cator. 



[0209] The internal resource locator may constitute 
an address for indexing into a list of external resource 
locators to identify the external resource locator corre- 
sponding to the internal resource locator. Further, as 

5 outlined before, obtaining the external resource locator 
may not necessarily be a one to one translation of an 
internal resource locator received with a client request, 
particularly in cases where the primary application mod- 
ule already serves part of the client request, the external 

10 resource locator, in this case corresponding to a part of 
the client request, could be suitably selected. 
[0210] In an operation 610 a redirection instruction is 
generated at the primary application module including 
the external resource locator identified in operation 609. 

15 Further, the redirection instruction may include informa- 
tion on a secondary application module, if the secondary 
application module is already selected at the primary ap- 
plication module. 

[0211] In an operation 611 the redirection instruction 

20 is transmitted to the request handler. At the request han- 
dler, if the secondary application module is not already 
selected at the primary application module, and infor- 
mation on the secondary application module is not in- 
cluded in the redirection instruction, the request handler 

25 selects a secondary application module, e.g. from a list 
of available secondary application modules for serving 
the client request, in an operation 612. The request han- 
dler then redirects the, if necessary suitably modified, 
client request to the secondary application module, 

30 where it is received in an operation 613. 

[0212] In an operation 614 the client request is served 
at the secondary application module, as outlined before. 
Further, serving the client request may included a further 
redirection according to the above scheme, if the sec- 

35 ondary application module determines that a further ap- 
plication module should serve the client request. 
[0213] In an operation 615 a suitable response, as 
outlined before, is transmitted to the request handler 
which forwards the response in an operation 616 to the 

40 client unit. In an operation 61 7 the response is received 
at the client unit, as outlined before. This may include 
visualizing information received in the response, or may 
include further processing and similar. Thereafter the 
flow of operation ends: 

45 [0214] The embodiment outlined with respect to Fig. 
. 6 allows to further reduce a communication load on a 
potentially low bandwidth communication link between 
the client unit and the request handler/application mod- 
ules, as in a communication session abbreviated re- 

50 source locators are used, and additionally thereto a re- 
direction of client requests at a request handler is pos- 
sible, since external resource locators are included into 
the redirection instructions from the primary application 
module to the request handler. 

55 [021 5] Even though the operations of the current em- 
bodiment are shown in a particular sequence, the inven- 
tion is not limited to the specific sequence shown. The 
person skilled in the art readily appreciates that some 
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variations of the sequence of operation are possible 
without departing from the invention. 
[0216] It is noted that the above described features 
and processing operations may be realized by dedicat- 
ed hardware or may be realized as programs including 
code instructions executed on data processing units, e. 
g. server units as server unit 141 , 142 and 143 or server 
units 52, 53 and 54 and client units such as client unit 
1 3. It is further possible that parts of the above sequenc- 
es of operations are carried out in hardware, whereas 
others of the above processing operations are carried 
out using software. 

[021 7] It is further noted that a computer readable me- 
dium may be provided, having a program recorded ther- 
eon, where the program is to make a computer or sys- 
tem of data processing devices execute functions of the 
above described operations, particularly of the client 
unit and/or the server unit. A computer readable medium 
can be a magnetic or optical or other tangible medium 
on which a program is recorded, but can also be a signal, 
e.g., analog or digital, electromagnetic or optical, in 
which the program is embodied for transmission. 
[0218] Further, a computer program product may be 
provided comprising the computer readable medium. 
[021 9] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 7. 
[0220] Fig. 7 shows a time sequence of operations for 
redirecting client requests according to another embod- 
iment of the invention. 

[0221] Fig. 7 particularly outlines a flow of information 
between a client unit, a request handler, a primary ap- 
plication module and a secondary application module, 
for example as shown in Figs. 1 OR 5. However, Fig. 7 
is not limited to the embodiments of Fig. 1 or 5. 
[0222] In Fig. 7 time evolves in downward direction, 
as indicated in the figure. 

[0223] In a first operation 701 a communication ses- 
sion is set up between a client unit and a primary appli- 
cation module such as client unit 13 and the primary ap- 
plication module 1 0 shown in Figs. 1 and 5. 
[0224] For example, setting up the communication 
session may include transmitting a request from the cli- 
ent unit to the primary application module, instructing 
the primary application module to prepare the set-up of 
the communication session at the side of the primary 
application module, e.g. a server unit. 
[0225] Subsequent thereto, the primary application 
module may transmit a response to the client unit, sub- 
sequent to which the client unit prepares the set-up of 
the communication session with the primary application 
module. 

[0226] Thereafter, the communication session involv- 
ing the primary application module and the client unit 
can be established. 

[0227] The communication session may also be set 
up as outlined with respect to previous embodiments. 
[0228] In an operation 702 a client request is trans- 
mitted from the client to the request handler, such as 



request handler 11 of Figs. 1 or 5. The client unit may 
be connected to the request handler via an external 
communication link, such as a network connection, and/ 
or a connection via a dedicated communication line and/ 
5 or including wireless communications. The communica- 
tion link between the client unit and the request handler 
may have low bandwidth. The client request may be 
constituted and transmitted to the request handler as 
outlined with respect to previous embodiments. 
10 [0229] In an operation 703 the request is forwarded 
by the request handler to the primary application mod- 
ule, where it may be suitably analyzed in preparation of 
generating a first redirection instruction. As outlined with 
respect to previous embodiments the redirection in- 
15 struction may correspond to the entire client request or 
may correspond to part of the client request. 
[0230] The redirection instruction is transmitted from 
the primary application module to the request handler 
in an operation 704 and the request handler then suita- 
20 bly modifies the client request received from the client 
unit in operation 702, as outlined before. The modifying 
operation, if necessary, may be carried put as outlined 
with respect to previous embodiments. A modification 
may not be necessary, if the client request already in- 
cludes an external resource locator. 
[0231] In an operation 705 the modified client request 
is transmitted to the secondary application module, such 
as the secondary application module 12 of Figs. 1 or 5. 
The secondary application module then performs the re- 
quired operations for serving the client request, as out- 
lined before, and, in an operation 706 transmits a first 
response to the request handler. The request handler 
forwards the first response to the client unit in an oper- 
ation 707. 

[0232] Optionally, the further operation 708-712 out- 
lined by dashed lines may be executed in the embodi- 
ment of Fig. 7. 

[0233] Particularly if the client request is divided into 
a first part and a second part wherein one part is already 
served at the primary application module, the primary 
application module may directly transmit a second re- 
sponse in an operation 708 to the request handler, and 
the request handler in an operation 709 may forward this 
second response to the client unit. Thus, the primary ap- 
plication module may directly serve at least part of the 
client request without redirection. 
[0234] Further, in an operation 71 0 the primary appli- 
cation module may generate a second redirection in- 
struction for transmission to the client unit. In this second 
redirection instruction the client unit is specified as ad- 
dressee for redirecting the request and therefore the re- 
quest handler only forwards the second redirection in- 
struction to the client unit in an operation 711. 
[0235] Upon receiving the second redirection instruc- 
tion, e.g. a redirection instruction corresponding to part 
of the original client request as transmitted in operation 
702, the client unit transmits a modified client request to 
the request handler in an operation 712. This modified 
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client request preferably specifies a secondary applica- 
tion module such as the secondary application module 
shown in Fig. 7. Therefore, in an operation 713 the re- 
quest handler forwards the modified client request to the 
secondary application module. A third response, i.e. the 
response to the modified client request received in op- 
eration 713 at the secondary application module will be 
transmitted to the request handler in an operation 714, 
and in an operation 7 1 5 the request handler will transmit 
the third response to the client unit for further handling. 
[0236] As outlined with respect to Fig. 7, various sce- 
narios in serving a client request are possible, including 
serving the entire client request at the primary applica- 
tion module, redirecting the entire client request or parts 
thereof to a secondary application module either via the 
request handler or the client unit. 
[0237] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 8. Fig. 8 
outlines a time sequence operation in redirecting client 
requests according to another embodiment of the inven- 
tion. 

[0238] Fig. 8 particularly outlines operations at a client 
unit, a request handler, a primary application module 
and a secondary application module, for example as il- 
lustrated in Figs. 1 or 5. Further, Fig. 8 outlines further 
operations at a third application module. 
[0239] In a first operation 801 a client request is trans- 
mitted from the client unit to the request handler, as out- 
lined before. 

[0240] In an operation 802 the request is forwarded 
to the primary application module. 
[0241] A first redirection instruction is generated at 
the primary application module and transmitted to the 
request handler in an operation 803. 
[0242] At the request handler the client request re- 
ceived in operation 801 is suitably modified and in an 
operation 804 the modified client request is transmitted 
to the secondary application module, as outlined with 
respect to previous embodiments. The secondary appli- 
cation module generates a first response and transmits 
same to the request handler in an operation 805. 
[0243] The request handler forwards the first re- 
sponse in an operation 806 to the client unit. 
[0244] Further, the request handler may transmit a 
further modified client request to the third application 
module, for example based on the first redirection in- 
struction received from the primary application module 
in operation 803. 

[0245] However, alternatively, it is also possible that 
the further modified client request transmitted from the 
request handler to the third application module in oper- 
ation 807 is generated based on a second redirection 
instruction (not shown) received at the request handler 
from the secondary application module. 
[0246] The third application module, upon receiving 
the modified client request, generates a suitable re- 
sponse and transmits same to the request handler in an 
operation 808. 



[0247] The request handler then forwards the second 
response in an operation 809 to the client unit. 
[0248] The embodiment of Fig. 8, as the embodiment 
shown in Fig. 7, allows to maintain a communication 
5 load between a client unit and a request handler at a low 
level while performing a redirection of client requests as 
necessary. 

[0249] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 9. 

10 [0250] Fig. 9 shows elements of a system for redirect- 
ing client requests according to another embodiment of 
the invention. Fig. 9 shows a first application 91, a re- 
quest handler 92 and a second application 93. A client 
unit (not shown) or a plurality of client units may com- 

15 municate with the request handler 92. 

[0251] The application 91 includes a plurality of mod- 
ules, including a redirection module 911, a first task 
module 912, and a second task module 913. Further, 
the primary application module 91 includes a list of re- 

20 source locators 914, for example as outlined with re- 
spect to previous embodiments. 
[0252] The secondary application module 93 is shown 
to include a first module 931 and a second module 932. 
[0253] Similar to the primary application module 10 

25 outlined with respect to Fig. 1 , the above modules and 
the applications 91 and 93 may be realized as a pro- 
grams or may be realized by dedicated hardware devic- 
es. It is also possible that the functions of the applica- 
tions 91 and 93 and the elements of the above modules 

30 are realized by a server unit such as the server units 
141 , 142 and 143 described with respect to Fig. 1. 
[0254] The request handler, the first application and 
the second application may be located on separate data 
processing units. Alternatively, the request handler and 

35 the first application may be located on a single server 
unit. This unit may also include the second application. 
[0255] In the following the elements of the primary ap- 
plication module will be outlined in further detail. 
[0256] The first application 91 includes a redirection 

40 module 911 performing functions for redirecting client 
requests, as outlined with respect to previous embodi- 
ments. The first and second task modules of the first 
application 91 may provide a certain functionality in pro- 
viding a service for a user operating a client unit, such 

45 as retrieving documents, displaying documents, render- 
ing documents and similar. 

[0257] The first task module 91 2 and the second task 
module 913 both have access to the list of resource lo- 
cators 914. In a communication session between a cli- 

50 ent unit and the first application 91 the task modules 91 2 
and 913 may therefore introduce elements into the list 
of resource locators. This may include providing internal 
resource locators corresponding to external resource lo- 
cators, as outlined with respect to previous embodi- 

55 ments. 

[0258] Thus, in a communication session between the 
client unit and the first application 91 the task modules 
maintain and update the list of resource locators, as ap- 
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propriate. 

[0259] If in this scenario a redirection of a client re- 
quest or parts thereof becomes necessary, the redirec- 
tion module 911 generates redirection instruction based 
on the list of resource locators. Preferably, the redirec- 5 
tion module includes into a redirection instruction an ex- 
ternal resource locator corresponding to an internal re- 
source locator previously received with a client request. 
The redirection module then transmits the redirection in- 
struction to the request handler 92, as indicated by an 10 
arrow 950. 

[0260] The request handler 92 forwards the client re- 
quest as shown by arrow 951 , e.g. modified as outlined 
with respect to previous embodiments, to the second 
application 93, if necessary, further specifying one of the 15 
modules 931 and 932. 

[0261] The further operations at the second applica- 
tion 93 may be similar to the ones outlined with respect 
to previous embodiments, i.e. the second application 93 
and/or the modules 931 and 932 may generate a suita- 20 
ble response to the client request and transmit same via 
the request handler to the client unit (not shown). 
[0262] Alternatively, the request handler may transmit 
a modified client request, as indicated by an arrow 952 
back to the first application 91 . For example the modified 25 
client request may be transmitted to another task mod- 
ule specified, in the present case task module 913. 
[0263] Thus, a redirection instruction may be gener- 
ated for a redirection to a task module of the first appli- 
cation 91 . 30 
[0264] Accordingly, the request handler may be used 
in forwarding a client request irrespective of the target 
module, i.e. the request handler is responsible for for- 
warding a client request to a module of the same appli- 
cation or to a module of another application, e.g. another 35 
application located at the same server unit or a remote 
server unit. 

[0265] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 10. 
[0266] Fig. 10 shows operations for redirecting client *o 
requests at a request handler according to another em- 
bodiment of the invention. 

[0267] The operations of Fig. 10 may be performed 
using the systems of Fig. 1, Fig. 5 or Fig. 9, however, 
Fig. 10 is not limited thereto. 45 
[0268] Fig. 1 0 particularly outlines steps for selecting 
a target module, if the target module for a redirection of 
the client request is not already specified in the redirec- 
tion instruction. 

[0269] In an operation 1001 a redirection instruction 50 
from a first module of a first application is received. 
[0270] In an operation 1 002 the request handler ana- 
lyzes the redirection instruction and determines whether 
a target module is already specified in the redirection 
instruction, e.g. a target module selected by the first 55 
module of the first application. 

[0271] If the decision in operation 1002 is YES, indi- 
cating that a target module is specified in the redirection 



instruction, the client request is transmitted to the spec- 
ified target module. The target module is preferably 
specified in the redirection instruction, if the target mod- 
ule and the first module issuing the redirection instruc- 
tion are part of the same application, as in this case it 
may be desired to avoid redirection to a module of an- 
other application, e.g. on another server unit. 
[0272] If the decision in operation 1 002 is NO, indicat- 
ing that the target module is not specified in the redirec- 
tion instruction, the request handler in an operation 1 004 
selects a target module from a group of available appli- 
cations/modules. 

[0273] If a plurality of target modules suitable for serv- 
ing the request are available, e.g. on a plurality of server 
units, the request handler may also perform functionality 
of a load balancer, and therefore, the request handler 
may apply load balancing algorithms in selecting a tar- 
get module from the available target modules. 
[0274] In an operation 1005 the request handler then 
redirects the client request to the target module. Further 
operations may be similar as outlined with respect to 
previous embodiments. 

[0275] It is noted that the above described features 
and processing operations may be realized by dedicat- 
ed hardware or may be realized as programs including 
code instructions executed on data processing units, e. 
g. server units as server unit 141, 142 and 143 or server 
units 52, 53 and 54 and client units such as client unit 
1 3. It is further possible that parts of the above sequenc- 
es of operations are carried out in hardware, whereas 
others of the above processing operations are carried 
out using software. 

[0276] It is further noted that a computer readable me- 
dium may be provided, having a program recorded ther- 
eon, where the program is to make a computer or sys- 
tem of data processing devices execute functions of the 
above described operations, particularly of the client 
unit and/or the server unit. A computer readable medium 
can be a magnetic or optical or other tangible medium 
on which a program is recorded, but can also be a signal, 
e.g., analog or digital, electromagnetic or optical, in 
which the program is embodied for transmission. 
[0277] Further, a computer program product may be 
provided comprising the computer readable medium. 
[0278] According to another embodiment of the inven- 
tion a server unit for redirecting client requests including 
a first application module may have the following ele- 
ments. 

1) Server unit for redirecting client requests includ- 
ing a first application module having 

a code section containing instructions to re- 
ceive a client request; 

a code section containing instructions to gen- 
erate a first redirection instruction based on the cli- 
ent request; 

a code section containing instructions to 
transmit the first redirection instruction to a request 
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handler, instructing the request handler to transmit 
the client request to a second application module 
for serving the client request. 

2) . Server unit of 1), including a code section con- 5 
taining instructions to determine the second appli- 
cation module for serving the client request based 

on a list of available application modules and to add 
to the redirection instruction address information of 
the second application module. 10 

3) . Server unit of 1), including 

a code section containing instructions to re- 
ceive the client request from the request handler, 
the request handler forwarding the client request *5 
from the client unit to the first application module; 
and 

a code section containing instructions to in- 
clude into the first redirection instruction information 
specifying that the request handler is selected for 20 
redirecting the client request to the second applica- 
tion module. 

4) . Server unit of 1), wherein the client request in- 
cludes an internal resource locator previously trans- 25 
mitted from the first application module to the client 
unit and specifying a requested resource, the inter- 
nal resource locator being valid in a communication 
between the first application module and the client 
unit. 30 

5) . Server unit of 1), including a code section con- 
taining instructions to obtain an external resource 
locator based on the internal resource locator, the 
external resource locator allowing the second ap- 35 
plication module to access the resource and to in- 
clude the external resource locator into the first re- 
direction instruction. 

6) . Server unit of 1), including a code section con- 40 
taining instructions to perform a look-up operation 

in a resource locator table associating internal re- 
source locators and external resource locators at 
least used by the second application module, the 
first resource locator constituting an address for in- 45 
dexing into the resource locator table to identify the 
second resource locator 

7) . Server unit of 1), including a code section con- 
taining instructions to instruct the request handler 50 
to modify the client request based on information 
included in the redirection instruction. 

8) . Server unit of 7), including a code section con- 
taining instructions to instruct the request handler 55 
to at least one of: 

replace the internal resource locator by the ex- 



ternal resource locator; and 

include address information of the second ap- 
plication module into the client request. 

9) . Server unit of 1), including a code section con- 
taining instructions to generate the first redirection 
instruction based on a first part of the client request, 
and wherein the first application module serves a 
second part of the client request is served. 

10) . Server unit of 1), including 

a code section containing instructions to de- 
termine a third application module for serving a third 
part of the client request and to generate a second 
redirection instruction based on the third part of the 
client request; and 

a code section containing instructions to 
transmit the second redirection instruction to the re- 
quest handler, instructing the request handler to 
transmit a modified client request to the third appli- 
cation module. 

11) . Server unit of 1), including code sections con- 
taining instructions to execute the first and second 
application module. 

12) . Server unit of 1), including a code section con- 
taining instructions to execute the first application 
module, and wherein the second application mod- 
ule is executed on a second server unit remote from 
the first server unit. 

According to another embodiment of the inven- 
tion, a request handler may have the following ele- 
ments. 

13) . Request handler for redirecting client requests, 
including: 

a code section containing instructions to re- 
ceive a client request from a client unit; 

a code section containing instructions to for- 
ward the client request to a first application 
module; 

a code section containing instructions to re- 
ceive a first redirection instruction from the first 
application module; and 

a code section containing instructions to for- 
ward the client request to a second application 
module. 

14) . Request handler of 13), including a code sec- 
tion containing instructions to forward a response 
to the first redirection request from the second ap- 
plication module to the client unit. 
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15) . Request handler of 13), wherein the first redi- 
rection instruction includes address information of 
the second application module and information 
specifying that the request handler is selected for 
transmitting the first redirection instruction to the 5 
second application module. 

16) . Request handler of 13), wherein the client re- 
quest includes an internal resource locator previ- 
ously transmitted from the first application module 10 
to the client unit and specifying a requested re- 
source, the internal resource locator being valid in 

a communication between the first application mod- 
ule and the client unit. 

15 

17) . Request handler of 13), wherein the first redi- 
rection instruction includes an external resource lo- 
cator associated with the internal resource locator, 
the external resource locator allowing the second 
application module to access the resource. 20 

18) . Request handler of 13), including 

a storage unit to intermediately store the client 
request; and 

including a code section containing instruc- 25 
tions to modify the client request based on informa- 
tion included in the redirection instruction. 

19) . Request handler of 18), including a code sec- 
tion containing instructions for at least one of: 30 

replacing the internal resource locator by the 
external resource locator; and 

including the address information of the second 35 
application module into the client request. 

20) . Request handler of 13), wherein 

the first redirection request is associated with 
a first part of the client request, and 40 

a second part of the client request is served 
by the first application module by transmitting a re- 
sponse to the client unit through the request han- 
dler. 

21) . Request handler of 13), including 

a code section containing instructions to re- 
ceive a third redirection request based on a third 
part of the client request; and 

a code section containing instructions to 50 
transmit the third redirection request to a third ap- 
plication module for serving the third redirection re- 
quest. 

22) . Request handler of 13), including a code sec- 55 
tion containing instructions to determine a second 
application module for serving the client request, if 
the first application module and the second applica- 



tion module do not form part of a same application. 

23) . Request handler of 13), including code sec- 
tions containing instructions to communicate with a 
server data processing device executing the first 
and second application module. 

24) . Request handler of 13), including a code sec- 
tion containing instructions to communicate with a 
first server unit executing the first application mod- 
ule and with a second server unit executing the sec- 
ond application module. 



Claims 

1. Method for redirecting client requests at a server 
unit, including: 

receiving a client request at a first application 
module (10) ; 

generating a first redirection instruction based 
on the client request; 

transmitting the first redirection instruction to in- 
struct a request handler (11) to transmit the cli- 
ent request to a second application module (1 2) 
for serving the client request. 

2. Method of claim 1 , including 

selecting the second application module for 
serving the client request based on available appli- 
cation modules; and 

adding to the first redirection instruction ad- 
dress information of the second application module 
for serving the client request. 

3. Method of claim 1 or 2, wherein 

the client request is received from the request 
handler (11), the request handler forwarding the cli- 
ent request from a client unit (13) to the first appli- 
cation module (10); and 

the first redirection instruction includes infor- 
mation specifying that the request handler is select- 
ed for redirecting the client request to the second 
application module (12). 

4. Method of one of the preceding claims, wherein the 
client request includes an internal resource locator 
previously transmitted from the first application 
module (10) to the client unit (13) and specifying a 
requested resource, the internal resource locator 
being valid in a communication between the first ap- 
plication module and the client unit. 

5. Method of one of the preceding claims, wherein 
generating the first redirection instruction includes: 
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obtaining an external resource locator based 
on the internal resource locator, the external re- 
source locator allowing the second application 
module to access the resource; and 

including the external resource locator into the 
first redirection instruction. 

6. Method of one of the preceding claims, wherein 
generating the first redirection instruction includes 
a look-up operation in a resource locator table as- 
sociating internal resource locators and external re- 
source locators at least used by the second appli- 
cation module , the internal resource locator consti- 
tuting an address for indexing into the resource lo- 
cator table to identify the external resource locator 

7. Method of one of the preceding claims, wherein the 
redirection instruction instructs the request handler 
to modify the client request based on information 
included in the redirection instruction. 

8. Method of claim 7, wherein the modification of the 
client request includes at least one of: 

replacing the internal resource locator by the 
external resource locator; and 

including address information of the second ap- 
plication module into the client request to be 
forwarded to the secondary application mod- 
ule. 

9. Method of one of the preceding claims, wherein 

the first redirection instruction is generated 
based on a first part of the client request, and 

a second part of the client request is served 
by the first application module. 

1 0. Method of one of the preceding claims, including 

determining a third application module for 
serving a third part of the client request; 

generating a second redirection instruction 
based on the third part of the client request; and 

transmitting the second redirection instruction 
to the request handler, instructing the request han- 
dler to transmit a modified client request to the third 
application module. 

11. Method of one of the preceding claims, wherein the 
first and second application module (12) are exe- 
cuted on a single server unit. 

12. Method of one of the claims 1-10, wherein 

the first application module (10) is executed 
on a first server unit; 

the second application module (12) is execut- 
ed on a second server unit remote from the first 



server unit; and 

the request handler ( 1 1 ) is constituted by a da- 
ta processing device further including functions of 
at least one of a load balancer and firewall. 

5 

13. Method for redirecting client requests at a request 
handler, including: 

receiving at the request handler (11) a client re- 
10 quest from a client unit (13) ; 

forwarding the client request to a first applica- 
tion module (10); 

15 receiving a first redirection instruction from the 

first application module (10); and 

forwarding the client request to a second appli- 
cation module (12). 

20 

14. Method of claim 13, including forwarding a re- 
sponse to the client request from the second appli- 
cation module (12) to the client unit (13). 

25 15. Method of one of the claims 13 or 14, wherein the 
first redirection instruction includes address infor- 
mation of the second application module (1 2) and 
information specifying that the request handler (11) 
is selected for transmitting the first redirection in- 
30 struction to the second application module (12). 

16. Method of one of the claims 13 - 15, wherein the 
client request includes an internal resource locator 
previously transmitted from the first application 
35 module (10) to the client unit (13) and specifying a 
requested resource, the internal resource locator 
being valid in a communication between the first ap- 
plication module (10) and the client unit. 

to 17. Method of one of the claims 13 - 16, wherein the 
first redirection instruction includes an external re- 
source locator associated with the internal resource 
locator, the external resource locator allowing the 
second application module (12) to access the re- 

45 source. 

18. Method of one of the claims 13 - 17, wherein the 
request handler (11) intermediately saves and mod- 
ifies the client request based on information includ- 

50 ed in the redirection instruction. 

19. Method of claim 18, wherein the modification of the 
client request includes at least one of: 

55 replacing the internal resource locator by the 

externa! resource locator; and 

including the address information of the second 
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application module (12) into the client request. 

20. Method of one of the claims 13-19, wherein 

the first redirection request is associated with 
a first part of the client request, and 

a second part of the client request is served 
by the first application module (10) by transmitting 
a response to the client unit (1 3) through the request 
handler (11). 

21. Method of one of the claims 13-20, including 

receiving a third redirection request based on 
a third part of the client request; and 

transmitting the third redirection request to a 
third application module for serving the third redi- 
rection request. 

22. Method of one of the claims 13 - 21 , including de- 
termining the second application module (12) for 
serving the client request, if the first application 
module (10) and the second application module 
(12) do not form part of a same application. 

23. Method of one of the claims 13-22, wherein the 
request handler (11) communicates with a server 
unit executing the first and second application mod- 
ule (12). 

24. Method of one of the claims 13-23, wherein the 
request handler (11) communicates with a first serv- 
er unit executing the first application module (10) 
and with a second server unit executing the second 
application module (12). 

25. Method of one of the claims 13-24, including a plu- 
rality of request handler (11), wherein each request 
handler (11) further executes functions of at least 
one of a load balancer and firewall. 

26. Method of one of the preceding claims, wherein the 
client request includes at least one of: 

a plurality of internal resource locators; and 

a plurality of external resource locators. 

27. Method of one of the preceding claims, wherein 

the application modules are constituted by 
Java servlets; and 

the second resource locator includes a URL. 

28. A program having instructions adapted to carry out 
the method of one of the preceding claims. 

29. A computer readable medium, in which a program 
is embodied, where the program is to make a com- 
puter execute the method of one of the claims 1 - 27. 



30. A computer program product comprising the com- 
puter readable medium according to claim 29. 

31. Server unit for redirecting client requests including 
5 a first application module (10) having 

application module receiving means (101) to 
receive a client request; 

application module redirection means (1 02) to 
generate a first redirection instruction based on the 
10 client request; 

application module transmission means (1 03) 
to transmit the first redirection instruction to a re- 
quest handler (11), instructing the request handler 

(11) to transmit the client request to a second appli- 
15 cation module (1 2) for serving the client request. 

32. Server unit of claim 31, wherein the application 
module redirection means ( 1 02) is adapted to select 
the second application module (12) for serving the 

20 client request based on available application mod- 
ules and to add to the redirection instruction ad- 
dress information of the second application module 

(12) . 

25 33. Server unit of claim 31 or 32, wherein 

the application module receiving means (101) 
is adapted to receive the client request from the re- 
quest handler (11), the request handler (11) for- 
warding the client request from the client unit (13) 
30 to the first application module (10); and 

the application module redirection means 
(102) is adapted to include into the first redirection 
instruction information specifying that the request 
handler (11) is selected for redirecting the client re- 
35 quest to the second application module (12). 

34. Server unit of one of the claims 3 1 - 33, wherein the 
client request includes an internal resource locator 
previously transmitted from the first application 
40 module (1 0) to the client unit (13) and specifying a 
requested resource, the internal resource locator 
being valid in a communication between the first ap- 
plication module (10) and the client unit (13). 

45 35. Server unit of one of the claims 3 1 - 34, wherein the 
application module redirection means (102) is 
adapted to obtain an external resource locator 
based on the internal resource locator, the external 
resource locator allowing the second application 
50 module (12) to access the resource and to include 
the external resource locator into the first redirec- 
tion instruction. 

36. Server unit of one of the claims 31-35, wherein the 
55 application module redirection means (102) is 
adapted to perform a look-up operation in a re- 
source locator table associating internal resource 
locators and external resource locators at least 
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used by the second application module (12), the 
first resource locator constituting an address for in- 
dexing into the resource locator table to identify the 
second resource locator. 

37. Server unit of one of the claims 31-36, wherein the 
application module redirection means (102) is 
adapted to instruct the request handler (11 ) to mod- 
ify the client request based on information included 
in the redirection instruction. 

38. Server unit of claim 7, wherein the application mod- 
ule redirection means (102) is adapted to instruct 
the request handler (11) to at least one of: 

replace the internal resource locator by the ex- 
ternal resource locator; and 

include address information of the second ap- 
plication module (12) into the client request. 

39. Server unit of one of the claims 31 - 38, wherein the 
application module redirection means (102) is 
adapted to generate the first redirection instruction 
based on a first part of the client request, and 
wherein the first application module (10) serves a 
second part of the client request. 

40. Server unit of one of the claims 31 - 39, wherein 

the application module redirection means 
(102) is adapted to determine a third application 
module for serving a third part of the client request 
and to generate a second redirection instruction 
based on the third part of the client request; and 

the application module transmission means is 
adapted to transmit the second redirection instruc- 
tion to the request handler (11), instructing the re- 
quest handler (11) to transmit a modified client re- 
quest to the third application module. 

41. Server unit of one of the claims 31 - 40, adapted to 
execute the first and second application module 
(12). 

42. Server unit of one of the claims 31-40, adapted to 
execute the first application module (10), and 
wherein the second application module (12) is ex- 
ecuted on a second server unit remote from the first 
server unit. 

43. Request handler for redirecting client requests, in- 
cluding: 

request handler receiving means (110) to re- 
ceive a client request from a client unit (13); 

request handler transmission means (111) to 
forward the client request to a first application 



module (10); 

wherein the request handler receiving means 
is adapted to receive a first redirection instruction 
5 from the first application module (10); and 

the request handler transmission means is 
adapted to forward the client request to a second 
application module (12). 

10 44. Request handler of claim 43, wherein the request 
handler transmission means is adapted to forward 
a response to the client request from the second 
application module (12) to the client unit (13). 

15 45. Request handler of one of the claims 43 or 44, 
wherein the first redirection instruction includes ad- 
dress information of the second application module 
(12) and information specifying that the request 
handler is selected for transmitting the first redirec- 

20 tion instruction to the second application module 
(12). 

46. Request handler of one of the claims 43-45, where- 
in the client request includes an internal resource 

25 locator previously transmitted from the first applica- 
tion module (1 0) to the client unit (13) and specifying 
a requested resource, the internal resource locator 
being valid in a communication between the first ap- 
plication module (10) and the client unit (13). 

30 

47. Request handler of one of the claims 43 - 46, where- 
in the first redirection instruction includes an exter- 
nal resource locator associated with the internal re- 
source locator, the external resource locator allow- 

35 ing the second application module (12) to access 
the resource. 

48. Request handler of one of the claims 43 - 47, includ- 
ing 

40 storage means to intermediately store the cli- 

ent request; and 

wherein the request handler transmission 
means ( 1 1 1 ) is adapted to modify the client request 
based on information included in the redirection in- 
45 struction. 

49. Request handler of claim 48, wherein the request 
handler transmission means (111) is adapted to at 
least one of: 

50 

replace the internal resource locator by the ex- 
ternal resource locator; and 

include the address information of the second 
55 application module (12) into the client request. 

50. Request handler of one of the claims 43-49, where- 
in 
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the first redirection request is associated with 
a first part of the client request, and 

a second part of the client request is served 
by the first application module (10) by transmitting 
a response to the client unit (13) through the request 5 
handler. 

51. Request handler of one of the claims 43 - 50, where- 
in 

the request handler receiving means (110) is 10 
adapted to receive a third redirection request based 
on a third part of the client request; and 

the request handler transmission means (111) 
is adapted to transmit the third redirection request 
to a third application module for serving the third re- * 5 
direction request. 

52. Request handler of one of the claims 43 - 51 , includ- 
ing request handler determining means to deter- 
mine a second application module (12) for serving 20 
the client request, if the first application module ( 1 0) 
and the second application module (1 2) do not form 
part of a same application. 

53. Request handler of one of the claims 43-52, adapt- 25 
ed to communicate with a server data processing 
device executing the first and second application 
module (12). 

54. Request handler of one of the claims 43-53, adapt- 30 
ed to communicate with a first server unit executing 

the first application module (10) and with a second 
server unit executing the second application mod- 
ule (12). 
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